Force Risk Register June 2022

D Risk Name Description Impact Key Controls and Activities Q2 Trending Q3 Trending Q4Trending  |Q1 Trending E:Z:’:"" Risk
Since the mplementation of the Parole Board Rules 2019, here is a fisk thal the Force does | This could lead (0 legal costs — the cost of wrongful imprisonment and/or ICO fines — ack of | - The Parole Board and NPCC are finalising an MOU 1o define the specific reasons and means of sharing
not have the appropriate oversight and a centralised process o deal ih and record the | accurate information, threat to Ife, and/or damage to the force's reputation. Possible lack of | personal data between the Parole Board and Police Forces of England & Wales, which willconrol tis risk
expanded requirements regarding information requests made by the Parole Board. compliance with GDPR rules. more effectively.
crrao |Probation Data Sharing & - Work has been undertaken by Information Management (IM) with the relevant depariments to NA New o o
Disclosure communicate best practice and ntroduce safe procedures to professionally share inteligence with our
partners, and is ongoing. Plans for miligation- T solution is under consideration.
Op Plato Embedding There Is a lack of CPD days wilin depariments and priorilisation of raining competes locally | - Total 2791 staff and Offcers rained In the Operation PLATO classroom ipul as of 07/04/2022. Addional
There is a risk that Operational Oficers fail to adopt the national Joint Operating Principles |t complete the roll out. The risk is that the national docirine has changed quicker than the | Inputs are planned up to the commonwealth games. Delivery volume is a challenge. A lrain the trainer
introduced to WMP in December 2020 in a timely manner. A new challenge with this risk is |abilty and competency of offcers in adopling these changes. programme s underway but support is til required from the ORU to manage quality and lraining records.
the lack of ownership locally now that ORU have rolled ou the trining to keep this an annual The speed of delivery has siowed with the ORU requirement to support cther exercises and Major Incident
refresher on CPD days wihin departments Topics.
CRRO3 [ b L:amin: and - Before 01/00/2021 we had a total of 29 JESIP command trained. Between 01/09/2021 and 23/06/2022 we © o v © High
JESIP Command Training. have trained an additional 204 commanders on the JESIP course.
Limited roll out of the JESIP re-accreditation courses. This has been caused by insuficient
access (o raining venues and JESIP trainers amongs the ri-service and could lead to a - NCALTS for JESIP and PLATO are sill being managed through the OP Plato Working Group, now
delay in re-accreditation of the JESIP Commanders and upskiling new stalf renamed the ‘Major Incident (Non-specialist responders) working group'.
“There s a isk thal the case backiog thal exists due to COVID may resull i viclms and | - The impact s thaljustice /s nol served for viclims and wilnesses and WP reputalion is a | - The magistrales courl listings have retumed (o pre-covd levels. Areas nationally being explored al
witnesses losing fath in the Criminal Juslice system. The backlog also puts at risk the cost sk as a reduced number of cases are being heard by the Courts (including murder rials). | present are considering o allow Magistrates to manage cases that would incur 12 months sentences so less|
recovery from Police Led Prosecitions. There is also the risk of an addiional strain on CJS | The reduction of Courts wil also resuit in a significant loss of income recovery from PLP. referrals 1o crown court.
resources, particularly in Witness Care, due to the new court listings process. There may also be additional welfare issue for Witness Care staff due to the supplementary |- The crown court delay is approx. 2 years. Additional staff have been recrited into witness care units to
work required support victims. The staff have been provided with additional trauma informed training to belter support
- Updates to the Atiomey General's Guidelines on Disclosure which sits alongside the wwinerable victims and RASSO / DA cases. - Aspects of the new charging model have yet to be agreed
vestigative and Criminal Justico | C7Mnel Procedure and Investigations Act (‘GPIA") 1996, has an mpact on the workin - The new guidance has implications for how the police engages with other parts of the CJS, - |locally with CPS for red cases to agree cases that would be defined based on threat isk cases and the SLA
CRRog [ vestigative and Crim practices of investigations offcers and staff, with a short tumaround time for adhering to the  |in terms of timeliness, mandatory disclosures and digitl evidence. In partcular, it increases | for discretional Green cases. o o S o High
guidance. the expectations on the recording of materials n the course of an investigation - extending |- The government changes likely to be implemented around Section 28 allowing cross examination for al DA
requirements to unused material and provision of schedules for all Pre-Charge cases. The  |victims — will have significant impact for force around capacity and capabily (iraining of stafffor VRI- ABE),
combined effect of these changes could resut in an increase in the number of bail cases and |This is being managed through the Portfolio govemance and the NPCC lead is attending relevant
CPS rejections, creating further demands on the force. goverance forums. Curtently 25% compliant with DG. Govered through SIM. Addressed with PPU /
FCID through their SLT & SIMs. Target of 5% increase per month improvement.
ROCU - I the current model - ARTS (Assel Recovery Incentivisation Scheme) s allered and _|ROCU - I he current model was allered and assels seized were distibuted across the region | ROCU - WMP and the OPCC are currenty in discussions (o provide a regional solution (o the current
assels seized were distrbuted across the region .. as per the current funding formula WMP [e.g. s per the current funding formula WMP OPCC would stand to lose 47% Aplan s being developed to discuss a way forward.
OPCC would stand to lose 47% of current ARIS funding. There s a risk that if ARIS funding |of current ARIS funding. This would have a significant impact on the funding of the WP
is ot provided to other forces they may withdraw resource from the ROCUWM as they are not| Economic Crime Team (ECT) and funds available for POCA intiaives. ctu
seeing equitable benefts from the regional agreement - Following an extensive engagement and consultation process with Chief Constables, Police & Crime
Commissioners and Ministers, with sirong endorsement from the CT Policing Network, the decision was
CRR15 |$22 Governance CTU - There are two proposed options for the method of ransferring Special Branch funding |CTU - The impact of option 1 is that there is a possibily that the force willsee their budget |taken by Ministers to approve Option 2 and this is currently being actioned. New P o o High
into CT Policing as part o the national SB Reform project. There s a risk that if Option 1 is | reduced by more than the current expenditure for Special Branch. Option 2 would be a one- |- Allfunding and the MOU has now been approved and this has no impact on the current CTU funding.
chosen the transfer of SB funding into CT Grant willresult n a op slice’ from forces across [ time adjustment meaning that forces' individual funding only decreases by their expenditure | Regionally we have a finance group tha wil review expenditure across the whole region to ensure we are in
the region that is not consistent with the actual spend of Special Branch. Option 2 would be a [on Special Branch. line with the budget
one-time adjustment. Based on this information, there is arisk that WMP will see their budget
reduced by more than the actual cost of Special Branch.
There Is a sk of being unable {0 recrult staf across the Force in a timely manner and aligned | - WMP wil nol be able to recruil and retain sufiiently skiled people (o deliver our service. | - Recrutment and onboarding actily has now paused for the CWG break in intakes. The current
with the strategic workforce planning requirements Risk (o senvice provision and accreditation stalus in some Gases (6.g. Forensics). Longer-term |recruitment forecast will see WMP recruit c60 officers in excess of the 21/22 national uplit target
employee relations impact. Potential loss of confidence from WMP colleagues who were |- There is an ongoing Gold group focusing on Uit recruitment, representation and refention
The uplit targets and their assoctated entry routes (e.g. PEQF) create significant addtional  anticipating additional resources to join them - Staffs Uni (and WMP) have been subject to a successful OFSTED audit
demand on WMP. The failure to meet recruitment targets will impact on the forces esilience |- Due to the sheer volume of demand and complexily of entry criteria, WMP is not able to |- We are working closely with Staffs Un to implement programme improvements and are continuous
and may potentially affect future funding from the Home Offce. push through the uplift recrutment pipeline quickly enough resulting in missed targets or not [improving the WMP lements of the student offcer programme based on colleague feedback
CRR09 |Recruitment & Retention / Uplift meeling resourcing assumptions. Reputational (and potential financial) mpact on WMP from |- There is a named retention SPOC in Ops L&D to support and retain student officers © v v © High
There is a risk that a number of student officers have been identified as poentially being at  [the Home Offce. - We are advertsing for DC DHEP intakes and have recently advertised for a DIPP intake (pre-oin degree
risk of dismissal due to repeated faiures of university modles. - The impact is this may be significant for WP and the goverment's confidence in us. holders), with an anticipated intake in September
“The impact of a student offcer repeatedly faiing their modules, willlead to the student being
dismissed from their university course, WMP currently has no other lraining programme:
avalable to see them though their probationary period
Fallure of the Force's IT&D systems (dus o cyber-altack, hardware failur, Ioss of T systems |Loss of access (o I systems dus {0 a falure in our yber securly or an extended period of | - IT&D operale a suite of miligalions (o prevent Cyber Atlack, his ensures we have a robust approach (o
via IT services provider or other data security breaches) will lead to Severe disruption to service|time could adversely impact WMP's abilty to continue service delivery and business securly and helps defend our data and systems:
delivery and response. operations. - We Secure by Design — All designs for systems have oversight of both a Security Architect and Information
who validate best practise in technology solutions before implemented.
This could aisolead to potential data breaches, an inabilty o access key systems and - We backup our data (o prevent cormuption, and this data is stored separate to the system by geographic
reputational damage. resilience. We test our backup restore processes and document the outcomes.
- Colleagues reminded about being vigilent online and when receiving emails, due (o the heightened
y possibilty of cyber-attack from overseas (given the Russia-Ukraine confiict). )
CRR13 | Cybersecurity - The 15t Cyber Exercise day (A simulated real-world dynamic cyber-attack) was performed with IT&D staff New © © © High
s part of our proactive cyber preparednessiresponse. This was completed end of 2021. IT&D have looked
at the findings and output from the Cyber exercise and have firmed up “post attack” action planning. In
addiion, all threats continued to be reviewed and analysed against the WP technical estate when threats
are detected cither via the National Monitoring Centre or Internaly at WP.
“There may be an Increase In employee related mental healh and wellbeing fssues which | - Fallure (o look afler the wellbeing of our stafl could have a significant impact on employee | - Enhanced  to trauma risk and (TR - To high
impacts WMP's abilty to deliver and recover operational services during the d post pandemic |confidence, poorer engagement, and increased sickness levels. risk roles, further engagement with occupational health, focus groups in place.
environment - Effcent signposting to Vivup, TRIM process, sporadic ciinical supenvision, use of walchful waiting and line
CRR06 \?vow:er.a:; Hoalth,Safety and manager and colleague observations. Increased discussion and conversations regarding wellbeing taking P v o o High
place.
Following the Joit Targeled Area Inspection (JTAY) earlier n the year, inspectors raised a__|This fisk means thal when offcers and stafl research Conneot they may miss imporiant [ The current miligalion Incorporates & manual intervention and checks/searches on muliple Systems (.0
concer in relation to the data held within the Connect system. This was specifcally in relation |information. This could also pose a huge reputational sk to the Force should the risk cross-referencing insight search data against the intelligence system). This is ime consuming and relies on
o multple andlor incomplete records held against the same person. There s a risk thal | materialse. the Officers performing the searches on muliple systems
CRR23 |JTAI Connect Risk incomplete records within Connect could lead to at risk individuals not being linked and NIA NiA NIA New High
identified in a timely manner agains! individuals who could pose a sk {0 them.
There has been a drop in Polce Officers rained n core Kl areas, this has partly been dus (o | The greatest rsk is that of the Force 1o be unable to deploy suffiient numbers of staff to mest | - Continued investment in contingency funding o secure addiional courses for Personal Safely Training,
COVID and selfisolation measures. This has led to a reduction in the percentage numbers | calls for service and deman specifically targeing those offcers who need to retain public order skills also. Currently climinated the
and resilience of Police Officers trained in core skills such as Personal Safety Training, Driver backiog of 1-day combined courses, focus now on the 2-day combined courses. Predicted (o see a
Training, Public Order Skils and Taser. The reduced capacily has also led to a reduced ofler [ In addiion to this is the length of tme it will take to meet the backlog and bring us back i line | reduction in outstanding numbers by July 2022.
nce & Training |from L&D. with demand on courses and meet resilience targels. - We have greater scrutiny on course non-attendance to ensuire our classrooms are filed to maximum )
CRR18 | pick 9 capacity and with the greatest efficiency. NIA New © v High
- The Physical Training Team s now up (o ullestablishment, enabling us to maximise opportunily to
schedule courses as required by the wider Force. Greater scrutiny at FLC of Force attendance and support
from HODs resulting in steadily improving attendance figures.
There Is a sk thal the increased identfication of vilnerabilly in demand, and hidden crimes _|Increases in volumes or poor identiication impacts on the force's capacily o preventand | - T3 Pilol has commenced (o betler manage front end demand including some DA and vulnerabilty
(includes child exploitation, modern day slavery, human traficking, domestic abuse, missing |respond, creating public confidence and safety concerns, and meet our overallrequirement to [offences. A paper is currently being developed for FET to agree an option for the future structure.
people) poses a challenge to the Force to manage its complexily. The risk could also impact |prevent the unnecessary criminalisation of children and improve the overall quly of - P have concluded their programme of work with the force called Perform Plus. Perform Plus focuses on
the response levels provided impacting the delivery of an effective service to those in need. [ investigations involving vuinerable people. wellbeing, capacily, capability and victim attition in the PPU Adult Complex Investigation Teams. Their work
will contine fo embed as the force moves forward and the outcomes should mitigate this risk to a degree.
) ) - Uplift programme - There has already been an investment of additional FTE into DA and the Child )
CRRO1 and Hidden Crimes Investigation Team establishment shortly. In addition, negotiations have commenced in the portfolio to © © © © High
ransfer a proportion of the Major Crime Team agreed uplift in to Adult complex to mitigate against the
increase reported rape demand seen in this are.
- Capabilly. Since last year there has been a significant investment of experienced senior investigating
offcers in to PPU.
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There is a risk that interventions (o address mulliple fisk factors/indicators are not Impactful or | - Increases in volumes impacts on the force's capacily (o prevent and respond (0 increased | - Guardian Grip funding established. Tasklorce numbers are now increased (o full strength
effective. The increase in volume of serious youth crime and serious violence (gun and knife  |demand - Integrated force violence strategy being implemented
crime) in the under 255 could lead to the cumulative isk around community safety. There |- Increases in serious youth violence reporting in the media could undermine community |- Additional funds have been channelled to tasking processes (WTAM) to support NTE resources,
could be a perceived failure that the Force is not responding adequately to prevent and confidence in policing and contribute to safety concerns. - Taskforce continue to achieve positive results and deep dives into NPU problem solving progressing
respond to crime involving young people. - Demand pressures could have an impact on crime prevention initiatives. Force response |- New Violence Board is focusing on tiered offender processes, school exclusions and referrals plus exempt

becomes more reactive than preventative. 'accommodation.
- NPU refesh of Serious Youth Violence Plans — to launch internal comms programme including Target
Guardian Patrols to frontiine staff and Rimush community engagement principles — to commence post CWG|
- App in development with Thames Valley to deliver Randomised Patrol Methodology (tasking and activity
CRRO2 |Serious Violence in Under 255 recording) for Targeted Guardian Patrols within hotspots. Supported by geofencing for improved assurance o © © o High
and impact evaluation
- Investment in investigations resources (PS1,PSIOS to enhance OOCD and outcomes)
-NPU SV Reducton Plans inclde Public Heslhsnd Ml Agency SARA spprosc underpmd by
CSP Violence Board stru
Round Miight Virual Reaty Schools program wider ol out being scoped with Gouny Lines lead
There is a risk that the Force fails to respond (o and manage the effective and efficient policing | Impacts on our ability to create and execute eflective plans to ensure effective and efficient ~Incoming demand has continued to be higher than normal seasonal average.
requirements of the region as a result of the increased volume and complexity in demand. The|delivery of policing. Example: Demand and the management of risk within the P2 grade,
nature of the rise requires an increasing level of sophistication to understand how it moved |which has a service level at 60 minutes. Currently a minority of case are being carried over |- A Force Contact Improvement Plan has now been approved by the FET, which will see an upliftin new
through the system and may be compounded by resourcing constraints. beyond 24 hours. This is a concern in relation to risk management, service delivery, victim | police staff posts, restricted PCs and PS to form a 24/7 Vulnerability Desk. These staff will deal with the
support and impacts on stress to WMP staff seeking to manage this risk when unresourced. | vulnerability calls rather than call handlers which will provide capacity for call handlers to deal with greater
CRRO5 |Demand Management Return to ‘'new normal’ at the tail-end of the pandemic creates additional number of calls. (Vulnerability calls often take in excess of one hour to complete). © © © © High
complexity/uncertainty.
- Due to the forthcoming CWG a further temporary uplift in officers and staff has been approved to facilitate
the resources needed each day during the CWG in addition to BAU. BTT and POD support in place using
a fast track methodology to deliver the Improvement Plan. Medium term scoping of a greater integrated
solution including Force Contact, FCID and PPU has been
Organisalional leaming Is oblained across e force via s various leaming hotspots (1., 1A/ | - Lack of coordmated disseminalion of knowledge and leaming across the Force. ~The capabilty review bringing together the Strategy and Direction and Business Transformation
HMIC rcommendatons, debif,inquiies (Manchester Arena bombings), 0P reparts ) |- No conisentapproac Lo capuring and shang 0L, o abily o raw out hemes depar\mems will develop  new assurance framework which will incorporate a new organisational leaming
There is no current organisational learning structure across the force to o clear v structured debriefs.
1S identifed. 15 evaloateds and Shared across he Force (o posivel mpact poley pracise |- Faling o &b te leaing across the Force coul ead t reputaional damage should |- Twa work il b alocated tothe new Performance and Assurance Team and work s curently undenway (o
and outcomes. major incident occur across the region and learing available: develop process maps for organisational learming.

CRR17 |Organisational Learning - Increased scrutiny from exteral regulators — such as HMIC - Recommendations, effciencies and benelits raised as  resulted of the learning will e tracked and New o o o High
There is a risk that WMP lacks the oversight required to analyse strategic, cross cutting and/ documented in learning logs. These will be managed by a dedicated OL resource in the new team. The o
or operational organisational leaming to ensure risks and opportunities are managed and resuls of the leaming will be reported to the newly formed DCC Portfolio Risk and Learing Board for
evaluated in showing learning and ideas have a route o action including integration into additional scrutiny.
operational practice. - A system wil be created to capture and share learning and move towards ensuring future events can be

managed more effectively using the good practice from the leaming activties.
Data migration into CONNECT could lead to loss of relevant information transferring over from [-The impact of this risk may be that data in the back records is missing from the transfer to - CONNECT implementation & assurance board involving a wide range of internal stakeholders (mostly
legacy systems into CONNECT. Data loss/gaps could lead to the Force being unable to 'CONNECT. This could lead to certain data fields in things like DBS historic checks being tem.
accurately access historic audit data. excluded — e.g. crime reference numbers. - CONNECT team continuing to work through system architecture and integration issues with Northgate as
part of usual programme management business.
The impact of this risk could lead to potential reputational damage if information provided in |- DBS staff and others involved in investigation and disclosure are aware and are currently checking legacy
DBS certificates do not adequately reflect all current and historic data. systems to ensure all relevant information is considered.
CRRO4 |CONNECT Legacy/BRC Data - Issue is under investigation by the Project/ IT&D/ Northgate as a whole and will need to be raised with o o o o High
-CONNECT Legacy/ BRC Data- Significant issues with this content- not all relevant CONNECT Gold/ Silver & SIMB- until this is resolved WMP cannot delete legacy data.
information has been brought over into CONNECT, plus there are gaps in some outcomes/ |- Second BRC load has completed and is due to be signed off imminently. Some manual migration is still
markers that did not exist on legacy systems- for example, over 140K post 2018 DA records | underway to complete the migration of a small number of records. Risk of missing P1 data is now
are no longer identified correctly, and there is currently no solution for accessing audit data. | substantially reduced, risk of missing P2 and P3 data is being monitored and a fix/ migration is in progress.
D o 3 substanial rsse ncannabls Growh 1 fogio, Ters s b o porsese .| T s e it canabi sorsde capacy o mensge h ereased cuanthy ~Staff overtime being used 10 clear backlog.
the quantity of cannabis seized by Officers. The rapid increase could lead to a inabily to ized - Increase skip capacity
manage the disposal capacity effectively. Inrease i the health and safey sk o staff wilh excessive quaniies being held on site. |- A fomel propose 0 lea the back log has been subilted fo shared senices
Cannabis Disposal Storage - Discussions with Fieet Management currently underway to utiise van capacity i
CRR21 | Capacity - A working group has been assembled to implement a number of actions to mitigate and reduce the risk to NiA NiA New © High
the Force
Due to server capacily issues of the WMP websile the site can be prone (o crashing. There i | The tolal number of people accessing the site if redirected would cause the website to crash. | - IT&D have carried out the initial load & performance testing locally, Using specific software (K6) that
a risk should the live chat function be unavailable during a major incident. This would lead to members of the public being unable to report crimes and any other issues | enables the user to simulate multiple concurrent connections to our website.
via the live chat function.
- To progress further IT&D need to procure a K6 Professional license. Funding has now been secured (as of
wic 16/05) and a supplier has been approached about providing a route to market. Once the license is
procured this will enable IT&D to perform increased simulations of up to 3000+ concurrent connections. The|
B . results from testing will determine whether changes need to be made to the server sizing (at cost) and .
CRR19 | WMP Website — Server Capacity caching of data which is the planned approach to the mitigation of this risk. The plan is that this work will be NIA © © v High
complete by the end of June 2022.
DEC re-hosting
We are moving DEC from UKCloud (cloud hosting company) to AWS (the company we use for DDI); the
Home Office have recommended that al forces that currently utiise services from UKCloud move to an
alternative provider.
There s sk thal SAcan Fesources absracions (pooe fces end s VA b (equred | T mpactof s sk may e it WP Wi gaps o e Garies Slaing mode!, ~Mutual Aid to Civilan Authorities (MACA) approved January 2022
from operational by d duties during the op period of the C potentially causing a securiy / public safety risk. Should vehicles be unavailable, then offcers' |- WMP continues to work with National Colleagues (NPoCC) o capture MA nominalions; anicipated that all
Games. There s  isk that a local, regional or national critcal incident could see Mutual Aid | abilty to perform their roles may be impacted and / or altemative transport may need tobe | MA nominations will be confirmed by end of May — anticipated shortage of bikes due to national shortage,
and J or WMP offcers and / or vehicles abstracted to resource the incident response. found at short notice and with additional cost. options being explored.
- WMP intemal resourcing — An ACC has been appointed as Bal Gold, working with their Silver to ensure
. ) resourcing levels are met for the Games whilst ensuring Bal is suffciently resourced. Recent exercise
CRR12 | Mutual Aid & Resourcing undertaken to predict the demand has taken New © Axd ©
- Explore scenario  resilience in Business Continuity / Testing & Exercising.
- Engage with recruitment Uplift programme to assess opportunities.
- Working with the operation o build an abstraction and deployment model and approach to identify with the
organisation where resources wil be taken from and for how long.
Failure (o altract, recrult and retain  dverse and representalive workiorce across the Force | - A less representalive Force may afect he level of rust and confidence in some “WMP have also been involved in pilol programmes with the College of Policing 1ooking at tailored and
and support their progression within the organisation to deliver our services to our diverse | communites. targeted actions to address retention of underrepresented groups within the Force.
es. - The mpec may bethat thelgimacy and tusin WP s dininihed. Theimpactof ot |- Dicussons underveywithth Stf Network s sround ot the ek o igate tis. Uiisaton
meeting both the PCC's and WMP’s target of recruiting more female and BAME offcers and | of Staif Associations and force leaders to ally and endorse representation plan:
staff may lead to reputational damage. Pro e comms t workiores around the Force's representaton ambtion via itranetand itemet
CRRO7 |Workforce Representation - Risk to be considered as part of updated D&I Strategy. ad ad ¥ ad
- Uplift Gold sirategy continues to operate to ensure a robust delivery plan.
- National Race & Inclusion plan launched in Q1 22/23
T There is a risk that WNP's finances are nol sustainable over he medium term and/or T~ Impact on overall landing position. Medium term financial plan (MTFP) sets out strict ~ Influence National debate on Police Funding Formula
efficiency savings required may adversely impact the operational services. Whilst the police | budgeting envelope that must be met. - Review and continue to scrutinise financial planning and prudence in managing long term commitments
grant has increased for 2223 to fund increase in officer numbers, there are still unfunded - Financial Resilience continues to be a risk for the force, whilst we face pressures from growing demand
infiationary pressures. ii - The inabilty to finance all component projects, or needing to de-priortise other projects |and tighter finances. The savings required to plug the gap increases year on year, which has been included

CRR10 |Financial Management within the portolio i the national changes are mandated in the budget report to the Police & Crime Panel at the start of the year. © © © ©
ii - There is also a isk that as mandated/national intiatives develop (e.g. ESMCP, National - We have now completed phase two of the PBB exercise and identified £5.3 millon of savings with no loss
Enabling Programme), the actual costs for deiivery far exceed the estimated costs within the of services. The next phase will start in the Autumn.
affordability envelope.
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There is a risk that the Force fails follow safeguarding processes to protect the needs of the - Poor identification impacts on the force's capacity to prevent and respond, creating public - Following on going work and review of safeguarding processes in their entirety we are reassured that
most vulnerable members of our communty. confidence and safety concers. officers are making referrals appropriately on the intemet portal as a result of the CONNECT being closed
An interim solution is being sought by CONNECT team which should be up and running in April 2022. The
| There is also a risk that the Force fails to fully understand the safeguarding needs and - Risk to vulnerable members of the community. longer-term fix requires system recoding and a significant technical upgrade which is planned for April 2023.
experiences of citizens - young and old due to increased demand pressures and the - A dip sample of the legacy referrals on the portal found that so far is that the risk appears low/medium but
rang and d operating across the |- Potential reputational damage ifrisk not adequately mitigated. further sampling required to be able to make the most informed decisions on how to manage this going
X region. rward.
CRR11 |Safeguarding - Local Policing - A new form with enhanced functionality within Connect will provide greater capability and be more effective © © © ©
in understanding and meeting safeguarding of vulnerable people.
- For Adults, the innovative delivery strategy looks to (6 strands in line with the key principles of the Care Act|
2014) address the gaps and challenges of demand pressures across the Force and ensure more.
1 the range of d partnership
A previous Biometric Commissioner's Office audit in 2019 highlighted the need for WMP to | - Significant weaknesses highlighted in an audit by the Biometric Commissioners Office. A working group has been sel up and the terms of reference is being finalised. The group aims o bring
ensure a cohesive and robust audit process for CPIA samples. These. have | - Trust and confid f our in relation to our processes around biometric together key stakeholders to develop a procedure to ensure a compliant and ethical biometric data storage.
not been fully implemented and it is likely the Force will be subject to an audit later this year |information. process.
CRRz2 |Nen-Compliance with CPIA as part of the national cyclical audit plan, - Non- compliance with the CIPA and the potential notification to the Home Office. - Working group will work to implement Biometric Commissioner's recommendations made as a result of NIA NA New o
biometric data retention There is a risk that WMP may not be fully compliant with the CPIA. There is a risk that a new findings from a recent national report
audit by the Biometric Commissioner's Office could highlight weaknesses in WMP's
management of the relevant data.
There is a risk that WMP Police Cadets policies, procedures and process fail to comply with - Increased spotlight on other Forces could increase media focus on all Police Force's across | - Working with national VPC to establish the safer spaces framework.
the National Safety and Safeguarding guidelines (UKYSSF). The guidelines are set out by the [the country including WMP. - Compliance has increased to 95% completing mandatory safeguarding training.
CRR16 Police Cadet Leaders - National VPC who advises that WMP aligns its practice to the UK Youth Safer Spaces - If WMP does not ensure compliance with the safeguarding practices around recruitment of |- Safer Recruitment process remains at 100% compliant. New 3 4 o
Safeguarding Framework (UKSSF) backed by the NPCC Enforcement. Police Cadet Leaders, this could increase the likelihood of having a negative impact on public
confidence and legitimacy in safeguarding Police Cadets.

k Trend key - Improved (1), Worsened (1) or is Unchanged ()




RISK SCORING GUIDANCE

Risk Scoring = Impact x Probability

Human Rights /

Impact Service Performance Finance Reputation Legal Safety Diversity Wellbeing
Very likely to have a
Major impact on a critical Significant impact on Sustained national media significant impact on
service area or multiple | performance resulting in not coverage over sustained Prosecution. Major Multiple fatalities or | Major unjustified | officer/staff wellbeing
5 service areas with achieving more than one of Costs over £2m period / Removal of Claims/fines against the | multiple permanent impacts or and will require
widespread and sustained | the key Force performance Command Team member / Force. injuries interference coordinated response
disruption objectives External inquiry and referral to support
services.
Likely to have a serious
Serious impact on ke Large impact on Single Fatality or Serious impact on officer/staff
. mp n key performance resulting in not|Costs of between £1m| Sustained adverse local Serious Claims/fines gle ratality unjustified wellbeing and will
4 services with a noticeable - f ) severe injury to . ) )
; ) achieving a key Force and £2m media coverage against the Force. impacts or require coordinated
impact for the public L several people .
performance objectives interference response and referral to
support services.
Impact on performance
resulting in potential Likely to impact
- . difficulties in achieving key Significant Litigation Some limited ) M pact
Impact on non-critical service Costs of between Some local adverse . . —— e officer/staff wellbeing
3 ) ) Force performance . /claims against the Force. Major injury unjustified impact )
or short term disruption s £500k and £1m publicity S : and require referral to
objectives but where Within insurance cover or interference :
. . ) support services.
corrective action can still be
taken
Imp_act on perfo_rmance . Impact of . May impact officer/staff
. . resulting in small impact on . . . interference is .
Slight impact on service Costs of between Short term customer Claims, minor complaints | , ,. L ) wellbeing and could
2 . key Force performance . ) : L Minor or slight injury | manageable with :
delivery S ; £100k and £500k dissatisfaction Within insurance cover - require referral to
objectives but which can be existing .
support services.
managed resources
Short Term impact on Negligible impact on
performance but not to the . 919 pact
. . . No impact on officer/staff wellbeing
Impact is easily manageable extent where the Manageable customer . .| Unlikely to have any | . . ) .
1 h ) . ) Costs of below £100k ) ) ) Unlikely to lead to a claim PRT diversity / human| and unlikely to require
or is of little concern to public| achievement of key force dissatisfaction safety implications .
Lo rights referral to support
performance objectives are -
. services.
impacted
Probability Description Detailed Description % Chance Relative Frequency
Has regularly occurred
within the Force / Area / As certain as we can be
5 Very Likely Department or there are 80% or more o More than once a year
S that it will happen
strong indications that the
risk will happen
Has previously occurred
within the Force / Area / .
4 Likely Department or there are 50% - 80% More likely to happen than| Once every 1 to 2 years
Lo . ; not to happen occurrence
indications that the risk will
happen
3 Some likelihood Some. |nd|9at|ons that the 20% - 50% More likely not to happen | Once every 2 to 5 years
risk will happen than to happen occurrence
Limited indications at this .
2 Unlikely point that the risk will 5% - 20% Unlikely to happen but | Once every 5 to 10 years
possible occurrence
happen
1 Remote No |nd|cat|_on3 a_it this point 0% - 5% Extremely Unlikely Once every 10 years or
that the risk will happen more occur
Risk Scores

Probability

For grading risk, the scores obtained from the risk matrix are assigned grades as follows

5-10

Calculate the risk rating by multiplying the impact score by the probability score:

Medium risk

Impact x Probability = risk rating/score




